VETSLEARN APPLIED AI ACADEMY | CW-A-MAN-001
Module A: Applied AI Practitioner
Learner manual | 44 planned hours
Artifact ID: CW-A-MAN-001
Status: RELEASE CANDIDATE — pending approval and pilot
Owner / approver: Pending appointment / pending appointment
Handling: PUBLIC-TRAINING CANDIDATE
CONTROL NOTICE: Synthetic/public training data only. No government approval, accreditation, recognition, or operational authorization is claimed.


A1 | Workflow audit and use-case selection
Training and credential boundary: This module prepares learners for a provisional personnel-certification candidate. Course completion and training practice do not award certification. A certification decision requires an approved scheme, independent decision authority, validated assessment, passing standard, and operational controls. No government, DoD, accreditation, clearance, or labor-category recognition is claimed.
Lesson at a glance
Planned time: 4 hours
Purpose: Select bounded work where AI can create measurable value without exceeding risk.
Prerequisite: Prior required module or documented placement evidence. Safety and authorization gates cannot be skipped.
Environment: Approved course tools and synthetic/public-release data only.
Performance objectives
Map inputs, decisions, outputs, owners, controls, and failure costs.
Score value, feasibility, sensitivity, reversibility, and evidence.
Create a defensible no-go list.
Mission context
AI-supported work is defensible only when a reviewer can reconstruct what was authorized, what information entered the workflow, what the system did, how material claims were checked, and which human retained authority. In this lesson the evidence trail is part of the product. If authorization, provenance, or authority is unclear, stop and route the question to the responsible official.
The course environment deliberately removes live mission, personnel, proprietary, classified, CUI, export-controlled, and employer-confidential data. The learner practices the decision structure rather than the protected context. A scenario may contain an unsafe request to test whether the learner stops; it never authorizes the unsafe act.
Core instruction
1. Map the current workflow before proposing intervention.
Map the current workflow before proposing intervention. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
2. A baseline measures present quality, effort, delay, burden, and failure.
A baseline measures present quality, effort, delay, burden, and failure. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
3. Mission value differs from technical novelty or visibility.
Mission value differs from technical novelty or visibility. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
4. Low reversibility and high consequence increase evidence and oversight needs.
Low reversibility and high consequence increase evidence and oversight needs. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
5. A non-AI improvement and a no-go decision are legitimate outcomes.
A non-AI improvement and a no-go decision are legitimate outcomes. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
End-to-end operating procedure
Frame the work. Name the user, bounded purpose, decision owner, consequence of error, and excluded uses. Do not begin with the tool.
Authorize before access. Confirm the exact tool, account, configuration, user, purpose, data, and environment. Unknown means stop.
Minimize the input. Use synthetic/public material and remove fields that do not change the learning decision.
Declare standards. Specify the required output, prohibited content, tolerance, evidence, human review, and fallback before execution.
Execute visibly. Preserve source identifiers, versions, actions, exceptions, and review comments.
Verify independently. Match checks to the medium and consequence. A second generated answer is not independent evidence.
Decide and disclose. The authorized human accepts, revises, limits, or stops work and states uncertainty and residual risk.
Retain or dispose correctly. Follow the approved course record and deletion process; never improvise handling of a suspected spill.
Worked example
Situation. Public-meeting summaries have a clear baseline, reversible output, and public sources, so they are a candidate. Personnel eligibility decisions are excluded because consequences and reserved authority dominate.
Walkthrough. First, the operator states the decision and the evidence needed before acting. Second, the operator limits data and capability to the stated purpose. Third, the operator preserves the source and action trail instead of relying on memory. Fourth, the operator checks the consequential element with a method independent of the generated output. Finally, the operator records a bounded decision, limitation, owner, fallback, and stop condition.
Acceptable result. Another qualified reviewer can follow the record and reach the same boundary judgment without private verbal coaching. If the reviewer cannot tell where a claim came from, who authorized the action, or what would stop use, the artifact is not yet defensible.
Guided practice
Read the scenario and identify the decision owner, affected party, consequence of error, and prohibited shortcut.
Map the synthetic service-desk workflow, score five interventions, and challenge the top choice with a non-AI alternative.
Exchange the draft with a peer. The peer annotates missing authorization, evidence, assumption, limitation, owner, or stop condition rather than silently repairing it.
Revise once, record what changed and why, and brief one decision, one source, one limitation, and one escalation path.
Independent synthetic exercise
Audit the work inventory CSV. Rank five opportunities, select one with an authorized data path and baseline, and document a no-go list.
Use only this lesson's learner assets. If an item asks for prohibited access, disclosure, deletion, or action, stop and record the issue. Do not substitute real workplace data. Preserve the original scenario, your versioned response, and the review record.
Required deliverables
Current-state map
Scored backlog
Baseline plan
No-go list
Acceptance checklist
☐ The exact tool, account, environment, user, purpose, and data are within the stated course boundary.
☐ Inputs are synthetic/public and minimum necessary.
☐ Sources, versions, transformations, and consequential decisions are traceable.
☐ Claims are typed and material claims are independently checked.
☐ Assumptions, contradictions, uncertainty, and excluded uses are visible.
☐ A human decision owner, fallback, and stop/escalation condition are named.
☐ The artifact contains no live sensitive, controlled, proprietary, or personal information.
☐ AI assistance and individual contribution are described honestly.
Formative check
Is visibility mission value?
What makes a baseline useful?
When is rejection correct?
Can a no-go be a valid result?
What must top use case have?
Answer before requesting instructor feedback. These transparent questions support learning and are not secure certification items.
Remediation
If an authorization, safety, evidence-integrity, or false-authority boundary is missed, stop the exercise. Protect data and systems, preserve the relevant state, and explain the error in your own words. Review the controlling concept, complete the alternate instructor scenario, and demonstrate the corrected behavior. A critical failure is never averaged into a pass. For noncritical gaps, revise the missing evidence and repeat only the affected step.
Transfer to work
Before applying the lesson outside class, replace course placeholders with the actual organizational owner, policy, approved system, records schedule, privacy/security contacts, accessibility process, and incident route. Training evidence does not authorize operational use. Record what would have to be true before proceeding and who can decide.
Sources and currency
NIST AI RMF 1.0: https://www.nist.gov/itl/ai-risk-management-framework
These references do not provide blanket authorization. Verify the current source and local applicability before every cohort and after material policy, provider, model, configuration, or threat changes.


A2 | Reusable CTSE workflows and quality standards
Training and credential boundary: This module prepares learners for a provisional personnel-certification candidate. Course completion and training practice do not award certification. A certification decision requires an approved scheme, independent decision authority, validated assessment, passing standard, and operational controls. No government, DoD, accreditation, clearance, or labor-category recognition is claimed.
Lesson at a glance
Planned time: 4 hours
Purpose: Convert a successful prompt into a controlled reproducible package.
Prerequisite: Prior required module or documented placement evidence. Safety and authorization gates cannot be skipped.
Environment: Approved course tools and synthetic/public-release data only.
Performance objectives
Version workflow and criteria.
Define schemas, review, exceptions, and fallback.
Test unaided peer reproduction.
Mission context
AI-supported work is defensible only when a reviewer can reconstruct what was authorized, what information entered the workflow, what the system did, how material claims were checked, and which human retained authority. In this lesson the evidence trail is part of the product. If authorization, provenance, or authority is unclear, stop and route the question to the responsible official.
The course environment deliberately removes live mission, personnel, proprietary, classified, CUI, export-controlled, and employer-confidential data. The learner practices the decision structure rather than the protected context. A scenario may contain an unsafe request to test whether the learner stops; it never authorizes the unsafe act.
Core instruction
1. A workflow package includes intake, authorization, CTSE, schemas, review, exceptions, owner, and log.
A workflow package includes intake, authorization, CTSE, schemas, review, exceptions, owner, and log. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
2. Acceptance criteria are predeclared, observable, and tied to consequence.
Acceptance criteria are predeclared, observable, and tied to consequence. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
3. Structured output improves checking but does not guarantee truth.
Structured output improves checking but does not guarantee truth. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
4. Version control identifies what changed and why.
Version control identifies what changed and why. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
5. Peer reproduction tests documentation, not memorized coaching.
Peer reproduction tests documentation, not memorized coaching. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
End-to-end operating procedure
Frame the work. Name the user, bounded purpose, decision owner, consequence of error, and excluded uses. Do not begin with the tool.
Authorize before access. Confirm the exact tool, account, configuration, user, purpose, data, and environment. Unknown means stop.
Minimize the input. Use synthetic/public material and remove fields that do not change the learning decision.
Declare standards. Specify the required output, prohibited content, tolerance, evidence, human review, and fallback before execution.
Execute visibly. Preserve source identifiers, versions, actions, exceptions, and review comments.
Verify independently. Match checks to the medium and consequence. A second generated answer is not independent evidence.
Decide and disclose. The authorized human accepts, revises, limits, or stops work and states uncertainty and residual risk.
Retain or dispose correctly. Follow the approved course record and deletion process; never improvise handling of a suspected spill.
Worked example
Situation. A meeting-summary prompt becomes v0.2 with authorized intake, CTSE, output schema, evidence checklist, abstention, human approval, change log, and manual fallback.
Walkthrough. First, the operator states the decision and the evidence needed before acting. Second, the operator limits data and capability to the stated purpose. Third, the operator preserves the source and action trail instead of relying on memory. Fourth, the operator checks the consequential element with a method independent of the generated output. Finally, the operator records a bounded decision, limitation, owner, fallback, and stop condition.
Acceptable result. Another qualified reviewer can follow the record and reach the same boundary judgment without private verbal coaching. If the reviewer cannot tell where a claim came from, who authorized the action, or what would stop use, the artifact is not yet defensible.
Guided practice
Read the scenario and identify the decision owner, affected party, consequence of error, and prohibited shortcut.
Build the package skeleton. One learner authors; another executes with only the package and records ambiguity.
Exchange the draft with a peer. The peer annotates missing authorization, evidence, assumption, limitation, owner, or stop condition rather than silently repairing it.
Revise once, record what changed and why, and brief one decision, one source, one limitation, and one escalation path.
Independent synthetic exercise
Create v1.0 using the synthetic packet, conduct peer reproduction or supplied-script role-play, revise, and record changes.
Use only this lesson's learner assets. If an item asks for prohibited access, disclosure, deletion, or action, stop and record the issue. Do not substitute real workplace data. Preserve the original scenario, your versioned response, and the review record.
Required deliverables
Intake
CTSE
Output schema
Review checklist
Fallback
Change/reproduction log
Acceptance checklist
☐ The exact tool, account, environment, user, purpose, and data are within the stated course boundary.
☐ Inputs are synthetic/public and minimum necessary.
☐ Sources, versions, transformations, and consequential decisions are traceable.
☐ Claims are typed and material claims are independently checked.
☐ Assumptions, contradictions, uncertainty, and excluded uses are visible.
☐ A human decision owner, fallback, and stop/escalation condition are named.
☐ The artifact contains no live sensitive, controlled, proprietary, or personal information.
☐ AI assistance and individual contribution are described honestly.
Formative check
When define standards?
What does reproduction test?
Can template waive authorization?
Does structured output ensure truth?
Who owns the package?
Answer before requesting instructor feedback. These transparent questions support learning and are not secure certification items.
Remediation
If an authorization, safety, evidence-integrity, or false-authority boundary is missed, stop the exercise. Protect data and systems, preserve the relevant state, and explain the error in your own words. Review the controlling concept, complete the alternate instructor scenario, and demonstrate the corrected behavior. A critical failure is never averaged into a pass. For noncritical gaps, revise the missing evidence and repeat only the affected step.
Transfer to work
Before applying the lesson outside class, replace course placeholders with the actual organizational owner, policy, approved system, records schedule, privacy/security contacts, accessibility process, and incident route. Training evidence does not authorize operational use. Record what would have to be true before proceeding and who can decide.
Sources and currency
NIST AI RMF 1.0: https://www.nist.gov/itl/ai-risk-management-framework
NIST AI 600-1: https://doi.org/10.6028/NIST.AI.600-1
These references do not provide blanket authorization. Verify the current source and local applicability before every cohort and after material policy, provider, model, configuration, or threat changes.


A3 | Data preparation, provenance, and records
Training and credential boundary: This module prepares learners for a provisional personnel-certification candidate. Course completion and training practice do not award certification. A certification decision requires an approved scheme, independent decision authority, validated assessment, passing standard, and operational controls. No government, DoD, accreditation, clearance, or labor-category recognition is claimed.
Lesson at a glance
Planned time: 5 hours
Purpose: Prepare information while preserving ownership, lineage, minimization, and lifecycle.
Prerequisite: Prior required module or documented placement evidence. Safety and authorization gates cannot be skipped.
Environment: Approved course tools and synthetic/public-release data only.
Performance objectives
Create inventory, dictionary, and flow map.
Apply minimization, redaction, and synthetic substitution.
Route privacy, records, accessibility, and IP decisions.
Mission context
AI-supported work is defensible only when a reviewer can reconstruct what was authorized, what information entered the workflow, what the system did, how material claims were checked, and which human retained authority. In this lesson the evidence trail is part of the product. If authorization, provenance, or authority is unclear, stop and route the question to the responsible official.
The course environment deliberately removes live mission, personnel, proprietary, classified, CUI, export-controlled, and employer-confidential data. The learner practices the decision structure rather than the protected context. A scenario may contain an unsafe request to test whether the learner stops; it never authorizes the unsafe act.
Core instruction
1. Provenance records source, owner, authority, date, transformations, version, and destination.
Provenance records source, owner, authority, date, transformations, version, and destination. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
2. Minimize retained and exposed fields to the documented purpose.
Minimize retained and exposed fields to the documented purpose. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
3. Redaction may leave identifying combinations.
Redaction may leave identifying combinations. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
4. Determine records status and retention before collecting prompts, outputs, approvals, and logs.
Determine records status and retention before collecting prompts, outputs, approvals, and logs. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
5. Accessibility begins with usable source formats and documented alternatives.
Accessibility begins with usable source formats and documented alternatives. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
End-to-end operating procedure
Frame the work. Name the user, bounded purpose, decision owner, consequence of error, and excluded uses. Do not begin with the tool.
Authorize before access. Confirm the exact tool, account, configuration, user, purpose, data, and environment. Unknown means stop.
Minimize the input. Use synthetic/public material and remove fields that do not change the learning decision.
Declare standards. Specify the required output, prohibited content, tolerance, evidence, human review, and fallback before execution.
Execute visibly. Preserve source identifiers, versions, actions, exceptions, and review comments.
Verify independently. Match checks to the medium and consequence. A second generated answer is not independent evidence.
Decide and disclose. The authorized human accepts, revises, limits, or stops work and states uncertainty and residual risk.
Retain or dispose correctly. Follow the approved course record and deletion process; never improvise handling of a suspected spill.
Worked example
Situation. A synthetic collection contains names, rare codes, and free text. The practitioner substitutes generated IDs, generalizes rare codes, removes irrelevant notes, records transformations, and routes retention questions to the records authority.
Walkthrough. First, the operator states the decision and the evidence needed before acting. Second, the operator limits data and capability to the stated purpose. Third, the operator preserves the source and action trail instead of relying on memory. Fourth, the operator checks the consequential element with a method independent of the generated output. Finally, the operator records a bounded decision, limitation, owner, fallback, and stop condition.
Acceptable result. Another qualified reviewer can follow the record and reach the same boundary judgment without private verbal coaching. If the reviewer cannot tell where a claim came from, who authorized the action, or what would stop use, the artifact is not yet defensible.
Guided practice
Read the scenario and identify the decision owner, affected party, consequence of error, and prohibited shortcut.
Inspect the source inventory and flag purpose, owner, sensitivity, license, fields, transformations, retention, and deletion test.
Exchange the draft with a peer. The peer annotates missing authorization, evidence, assumption, limitation, owner, or stop condition rather than silently repairing it.
Revise once, record what changed and why, and brief one decision, one source, one limitation, and one escalation path.
Independent synthetic exercise
Prepare the records CSV and produce dictionary, provenance, flow map, minimization, retention request, and deletion-test evidence.
Use only this lesson's learner assets. If an item asks for prohibited access, disclosure, deletion, or action, stop and record the issue. Do not substitute real workplace data. Preserve the original scenario, your versioned response, and the review record.
Required deliverables
Data dictionary
Provenance log
Flow map
Retention request
Deletion-test log
Acceptance checklist
☐ The exact tool, account, environment, user, purpose, and data are within the stated course boundary.
☐ Inputs are synthetic/public and minimum necessary.
☐ Sources, versions, transformations, and consequential decisions are traceable.
☐ Claims are typed and material claims are independently checked.
☐ Assumptions, contradictions, uncertainty, and excluded uses are visible.
☐ A human decision owner, fallback, and stop/escalation condition are named.
☐ The artifact contains no live sensitive, controlled, proprietary, or personal information.
☐ AI assistance and individual contribution are described honestly.
Formative check
Is redaction de-identification?
What does provenance enable?
Who approves retention?
When define disposition?
Are rare combinations risky?
Answer before requesting instructor feedback. These transparent questions support learning and are not secure certification items.
Remediation
If an authorization, safety, evidence-integrity, or false-authority boundary is missed, stop the exercise. Protect data and systems, preserve the relevant state, and explain the error in your own words. Review the controlling concept, complete the alternate instructor scenario, and demonstrate the corrected behavior. A critical failure is never averaged into a pass. For noncritical gaps, revise the missing evidence and repeat only the affected step.
Transfer to work
Before applying the lesson outside class, replace course placeholders with the actual organizational owner, policy, approved system, records schedule, privacy/security contacts, accessibility process, and incident route. Training evidence does not authorize operational use. Record what would have to be true before proceeding and who can decide.
Sources and currency
NIST Privacy Framework: https://www.nist.gov/privacy-framework
NARA records guidance: https://www.archives.gov/records-mgmt
Section 508: https://www.section508.gov/
These references do not provide blanket authorization. Verify the current source and local applicability before every cohort and after material policy, provider, model, configuration, or threat changes.


A4 | Source-grounded research and retrieval
Training and credential boundary: This module prepares learners for a provisional personnel-certification candidate. Course completion and training practice do not award certification. A certification decision requires an approved scheme, independent decision authority, validated assessment, passing standard, and operational controls. No government, DoD, accreditation, clearance, or labor-category recognition is claimed.
Lesson at a glance
Planned time: 5 hours
Purpose: Preserve claim-level traceability while resisting stale, missing, contradictory, or malicious content.
Prerequisite: Prior required module or documented placement evidence. Safety and authorization gates cannot be skipped.
Environment: Approved course tools and synthetic/public-release data only.
Performance objectives
Define question and source hierarchy.
Separate search, retrieval, and synthesis failure.
Detect malicious and contradictory content.
Mission context
AI-supported work is defensible only when a reviewer can reconstruct what was authorized, what information entered the workflow, what the system did, how material claims were checked, and which human retained authority. In this lesson the evidence trail is part of the product. If authorization, provenance, or authority is unclear, stop and route the question to the responsible official.
The course environment deliberately removes live mission, personnel, proprietary, classified, CUI, export-controlled, and employer-confidential data. The learner practices the decision structure rather than the protected context. A scenario may contain an unsafe request to test whether the learner stops; it never authorizes the unsafe act.
Core instruction
1. Search discovers candidates
Search discovers candidates; retrieval selects passages; generation synthesizes. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
2. Evaluate retrieval and answer grounding separately.
Evaluate retrieval and answer grounding separately. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
3. All retrieved content is untrusted data, even from internal repositories.
All retrieved content is untrusted data, even from internal repositories. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
4. Source hierarchy considers authority, scope, date, and applicability.
Source hierarchy considers authority, scope, date, and applicability. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
5. Contradiction is recorded and explained, not averaged away.
Contradiction is recorded and explained, not averaged away. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
End-to-end operating procedure
Frame the work. Name the user, bounded purpose, decision owner, consequence of error, and excluded uses. Do not begin with the tool.
Authorize before access. Confirm the exact tool, account, configuration, user, purpose, data, and environment. Unknown means stop.
Minimize the input. Use synthetic/public material and remove fields that do not change the learning decision.
Declare standards. Specify the required output, prohibited content, tolerance, evidence, human review, and fallback before execution.
Execute visibly. Preserve source identifiers, versions, actions, exceptions, and review comments.
Verify independently. Match checks to the medium and consequence. A second generated answer is not independent evidence.
Decide and disclose. The authorized human accepts, revises, limits, or stops work and states uncertainty and residual risk.
Retain or dispose correctly. Follow the approved course record and deletion process; never improvise handling of a suspected spill.
Worked example
Situation. A packet contains an instruction to omit a limitation. The practitioner labels source content untrusted, blocks the instruction, checks authority and date, preserves contradiction, and lists unresolved questions.
Walkthrough. First, the operator states the decision and the evidence needed before acting. Second, the operator limits data and capability to the stated purpose. Third, the operator preserves the source and action trail instead of relying on memory. Fourth, the operator checks the consequential element with a method independent of the generated output. Finally, the operator records a bounded decision, limitation, owner, fallback, and stop condition.
Acceptable result. Another qualified reviewer can follow the record and reach the same boundary judgment without private verbal coaching. If the reviewer cannot tell where a claim came from, who authorized the action, or what would stop use, the artifact is not yet defensible.
Guided practice
Read the scenario and identify the decision owner, affected party, consequence of error, and prohibited shortcut.
Rank catalog sources, identify injected instruction, and write tests for missing and contradictory evidence.
Exchange the draft with a peer. The peer annotates missing authorization, evidence, assumption, limitation, owner, or stop condition rather than silently repairing it.
Revise once, record what changed and why, and brief one decision, one source, one limitation, and one escalation path.
Independent synthetic exercise
Build a five-source packet, sourced answer, claim matrix, retrieval test log, contradiction note, and unresolved-question list.
Use only this lesson's learner assets. If an item asks for prohibited access, disclosure, deletion, or action, stop and record the issue. Do not substitute real workplace data. Preserve the original scenario, your versioned response, and the review record.
Required deliverables
Research plan
Source hierarchy
Sourced answer
Claim matrix
Retrieval tests
Acceptance checklist
☐ The exact tool, account, environment, user, purpose, and data are within the stated course boundary.
☐ Inputs are synthetic/public and minimum necessary.
☐ Sources, versions, transformations, and consequential decisions are traceable.
☐ Claims are typed and material claims are independently checked.
☐ Assumptions, contradictions, uncertainty, and excluded uses are visible.
☐ A human decision owner, fallback, and stop/escalation condition are named.
☐ The artifact contains no live sensitive, controlled, proprietary, or personal information.
☐ AI assistance and individual contribution are described honestly.
Formative check
Is a snippet evidence?
How handle contradiction?
How treat retrieved content?
What may more retrieval add?
What traces a material claim?
Answer before requesting instructor feedback. These transparent questions support learning and are not secure certification items.
Remediation
If an authorization, safety, evidence-integrity, or false-authority boundary is missed, stop the exercise. Protect data and systems, preserve the relevant state, and explain the error in your own words. Review the controlling concept, complete the alternate instructor scenario, and demonstrate the corrected behavior. A critical failure is never averaged into a pass. For noncritical gaps, revise the missing evidence and repeat only the affected step.
Transfer to work
Before applying the lesson outside class, replace course placeholders with the actual organizational owner, policy, approved system, records schedule, privacy/security contacts, accessibility process, and incident route. Training evidence does not authorize operational use. Record what would have to be true before proceeding and who can decide.
Sources and currency
NIST AI 600-1: https://doi.org/10.6028/NIST.AI.600-1
OWASP LLM Top 10 2025: https://genai.owasp.org/llm-top-10/
These references do not provide blanket authorization. Verify the current source and local applicability before every cohort and after material policy, provider, model, configuration, or threat changes.


A5 | Documents, spreadsheets, and multimodal work
Training and credential boundary: This module prepares learners for a provisional personnel-certification candidate. Course completion and training practice do not award certification. A certification decision requires an approved scheme, independent decision authority, validated assessment, passing standard, and operational controls. No government, DoD, accreditation, clearance, or labor-category recognition is claimed.
Lesson at a glance
Planned time: 5 hours
Purpose: Produce accessible office artifacts with medium-specific verification.
Prerequisite: Prior required module or documented placement evidence. Safety and authorization gates cannot be skipped.
Environment: Approved course tools and synthetic/public-release data only.
Performance objectives
Transform without inventing values.
Recompute calculations and verify OCR/image claims.
Preserve accessible structure and change history.
Mission context
AI-supported work is defensible only when a reviewer can reconstruct what was authorized, what information entered the workflow, what the system did, how material claims were checked, and which human retained authority. In this lesson the evidence trail is part of the product. If authorization, provenance, or authority is unclear, stop and route the question to the responsible official.
The course environment deliberately removes live mission, personnel, proprietary, classified, CUI, export-controlled, and employer-confidential data. The learner practices the decision structure rather than the protected context. A scenario may contain an unsafe request to test whether the learner stops; it never authorizes the unsafe act.
Core instruction
1. Documents require source comparison and tracked meaning.
Documents require source comparison and tracked meaning. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
2. Spreadsheet outputs require formula/source-cell recomputation.
Spreadsheet outputs require formula/source-cell recomputation. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
3. OCR requires comparison to the image, not trust in extracted text.
OCR requires comparison to the image, not trust in extracted text. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
4. Image claims must point to visible evidence and uncertainty.
Image claims must point to visible evidence and uncertainty. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
5. Accessible output uses headings, reading order, labels, alt text, contrast, and equivalent routes.
Accessible output uses headings, reading order, labels, alt text, contrast, and equivalent routes. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
End-to-end operating procedure
Frame the work. Name the user, bounded purpose, decision owner, consequence of error, and excluded uses. Do not begin with the tool.
Authorize before access. Confirm the exact tool, account, configuration, user, purpose, data, and environment. Unknown means stop.
Minimize the input. Use synthetic/public material and remove fields that do not change the learning decision.
Declare standards. Specify the required output, prohibited content, tolerance, evidence, human review, and fallback before execution.
Execute visibly. Preserve source identifiers, versions, actions, exceptions, and review comments.
Verify independently. Match checks to the medium and consequence. A second generated answer is not independent evidence.
Decide and disclose. The authorized human accepts, revises, limits, or stops work and states uncertainty and residual risk.
Retain or dispose correctly. Follow the approved course record and deletion process; never improvise handling of a suspected spill.
Worked example
Situation. A memo/table/image packet includes OCR reading 30 instead of 80 and a generated wrong total. The practitioner compares the image, recomputes source cells, corrects both, and records changes.
Walkthrough. First, the operator states the decision and the evidence needed before acting. Second, the operator limits data and capability to the stated purpose. Third, the operator preserves the source and action trail instead of relying on memory. Fourth, the operator checks the consequential element with a method independent of the generated output. Finally, the operator records a bounded decision, limitation, owner, fallback, and stop condition.
Acceptable result. Another qualified reviewer can follow the record and reach the same boundary judgment without private verbal coaching. If the reviewer cannot tell where a claim came from, who authorized the action, or what would stop use, the artifact is not yet defensible.
Guided practice
Read the scenario and identify the decision owner, affected party, consequence of error, and prohibited shortcut.
Assign verification methods for prose, table, formula, OCR, image, and chart; independently recompute totals.
Exchange the draft with a peer. The peer annotates missing authorization, evidence, assumption, limitation, owner, or stop condition rather than silently repairing it.
Revise once, record what changed and why, and brief one decision, one source, one limitation, and one escalation path.
Independent synthetic exercise
Create an accessible summary with recomputation, OCR comparison, alt text, claim-source links, and version history.
Use only this lesson's learner assets. If an item asks for prohibited access, disclosure, deletion, or action, stop and record the issue. Do not substitute real workplace data. Preserve the original scenario, your versioned response, and the review record.
Required deliverables
Accessible summary
Recalculation sheet
OCR/image log
Change record
Acceptance checklist
☐ The exact tool, account, environment, user, purpose, and data are within the stated course boundary.
☐ Inputs are synthetic/public and minimum necessary.
☐ Sources, versions, transformations, and consequential decisions are traceable.
☐ Claims are typed and material claims are independently checked.
☐ Assumptions, contradictions, uncertainty, and excluded uses are visible.
☐ A human decision owner, fallback, and stop/escalation condition are named.
☐ The artifact contains no live sensitive, controlled, proprietary, or personal information.
☐ AI assistance and individual contribution are described honestly.
Formative check
May generated values overwrite a source?
How verify a total?
What makes alt text useful?
Does polished mean correct?
What verifies OCR?
Answer before requesting instructor feedback. These transparent questions support learning and are not secure certification items.
Remediation
If an authorization, safety, evidence-integrity, or false-authority boundary is missed, stop the exercise. Protect data and systems, preserve the relevant state, and explain the error in your own words. Review the controlling concept, complete the alternate instructor scenario, and demonstrate the corrected behavior. A critical failure is never averaged into a pass. For noncritical gaps, revise the missing evidence and repeat only the affected step.
Transfer to work
Before applying the lesson outside class, replace course placeholders with the actual organizational owner, policy, approved system, records schedule, privacy/security contacts, accessibility process, and incident route. Training evidence does not authorize operational use. Record what would have to be true before proceeding and who can decide.
Sources and currency
Section 508: https://www.section508.gov/
NIST AI 600-1: https://doi.org/10.6028/NIST.AI.600-1
These references do not provide blanket authorization. Verify the current source and local applicability before every cohort and after material policy, provider, model, configuration, or threat changes.


A6 | Workflow evaluation and operational metrics
Training and credential boundary: This module prepares learners for a provisional personnel-certification candidate. Course completion and training practice do not award certification. A certification decision requires an approved scheme, independent decision authority, validated assessment, passing standard, and operational controls. No government, DoD, accreditation, clearance, or labor-category recognition is claimed.
Lesson at a glance
Planned time: 6 hours
Purpose: Determine whether a workflow improves work using representative evidence and predeclared gates.
Prerequisite: Prior required module or documented placement evidence. Safety and authorization gates cannot be skipped.
Environment: Approved course tools and synthetic/public-release data only.
Performance objectives
Build routine, edge, abstention, adversarial, and prohibited cases.
Measure quality, time, burden, severity, and acceptance.
Separate model, process, data, and test failure.
Mission context
AI-supported work is defensible only when a reviewer can reconstruct what was authorized, what information entered the workflow, what the system did, how material claims were checked, and which human retained authority. In this lesson the evidence trail is part of the product. If authorization, provenance, or authority is unclear, stop and route the question to the responsible official.
The course environment deliberately removes live mission, personnel, proprietary, classified, CUI, export-controlled, and employer-confidential data. The learner practices the decision structure rather than the protected context. A scenario may contain an unsafe request to test whether the learner stops; it never authorizes the unsafe act.
Core instruction
1. Representative cases reflect intended users, tasks, edge conditions, and misuse.
Representative cases reflect intended users, tasks, edge conditions, and misuse. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
2. Expected behavior and severity are set before execution.
Expected behavior and severity are set before execution. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
3. Separate metrics prevent a favorable average from hiding critical failure.
Separate metrics prevent a favorable average from hiding critical failure. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
4. Baseline comparison distinguishes change from impression.
Baseline comparison distinguishes change from impression. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
5. A release gate chooses release, constrain, revise, or stop and names residual-risk ownership.
A release gate chooses release, constrain, revise, or stop and names residual-risk ownership. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
End-to-end operating procedure
Frame the work. Name the user, bounded purpose, decision owner, consequence of error, and excluded uses. Do not begin with the tool.
Authorize before access. Confirm the exact tool, account, configuration, user, purpose, data, and environment. Unknown means stop.
Minimize the input. Use synthetic/public material and remove fields that do not change the learning decision.
Declare standards. Specify the required output, prohibited content, tolerance, evidence, human review, and fallback before execution.
Execute visibly. Preserve source identifiers, versions, actions, exceptions, and review comments.
Verify independently. Match checks to the medium and consequence. A second generated answer is not independent evidence.
Decide and disclose. The authorized human accepts, revises, limits, or stops work and states uncertainty and residual risk.
Retain or dispose correctly. Follow the approved course record and deletion process; never improvise handling of a suspected spill.
Worked example
Situation. A workflow saves time on routine cases but misses all critical abstention cases. The average is high, but the critical gate fails. The practitioner recommends no release and adds regression cases.
Walkthrough. First, the operator states the decision and the evidence needed before acting. Second, the operator limits data and capability to the stated purpose. Third, the operator preserves the source and action trail instead of relying on memory. Fourth, the operator checks the consequential element with a method independent of the generated output. Finally, the operator records a bounded decision, limitation, owner, fallback, and stop condition.
Acceptable result. Another qualified reviewer can follow the record and reach the same boundary judgment without private verbal coaching. If the reviewer cannot tell where a claim came from, who authorized the action, or what would stop use, the artifact is not yet defensible.
Guided practice
Read the scenario and identify the decision owner, affected party, consequence of error, and prohibited shortcut.
Classify twelve cases and assign expected behavior and severity; show why one average hides critical failure.
Exchange the draft with a peer. The peer annotates missing authorization, evidence, assumption, limitation, owner, or stop condition rather than silently repairing it.
Revise once, record what changed and why, and brief one decision, one source, one limitation, and one escalation path.
Independent synthetic exercise
Design thirty cases, compare baseline and candidate, analyze slices and failure origin, and issue a bounded gate decision with sampling limits.
Use only this lesson's learner assets. If an item asks for prohibited access, disclosure, deletion, or action, stop and record the issue. Do not substitute real workplace data. Preserve the original scenario, your versioned response, and the review record.
Required deliverables
Thirty-case set
Scoring rubric
Baseline comparison
Slice/error analysis
Gate decision
Acceptance checklist
☐ The exact tool, account, environment, user, purpose, and data are within the stated course boundary.
☐ Inputs are synthetic/public and minimum necessary.
☐ Sources, versions, transformations, and consequential decisions are traceable.
☐ Claims are typed and material claims are independently checked.
☐ Assumptions, contradictions, uncertainty, and excluded uses are visible.
☐ A human decision owner, fallback, and stop/escalation condition are named.
☐ The artifact contains no live sensitive, controlled, proprietary, or personal information.
☐ AI assistance and individual contribution are described honestly.
Formative check
Can average offset critical failure?
When set thresholds?
Why separate failure origins?
Is a demo representative?
What are gate outcomes?
Answer before requesting instructor feedback. These transparent questions support learning and are not secure certification items.
Remediation
If an authorization, safety, evidence-integrity, or false-authority boundary is missed, stop the exercise. Protect data and systems, preserve the relevant state, and explain the error in your own words. Review the controlling concept, complete the alternate instructor scenario, and demonstrate the corrected behavior. A critical failure is never averaged into a pass. For noncritical gaps, revise the missing evidence and repeat only the affected step.
Transfer to work
Before applying the lesson outside class, replace course placeholders with the actual organizational owner, policy, approved system, records schedule, privacy/security contacts, accessibility process, and incident route. Training evidence does not authorize operational use. Record what would have to be true before proceeding and who can decide.
Sources and currency
NIST AI RMF 1.0: https://www.nist.gov/itl/ai-risk-management-framework
NIST AI 600-1: https://doi.org/10.6028/NIST.AI.600-1
These references do not provide blanket authorization. Verify the current source and local applicability before every cohort and after material policy, provider, model, configuration, or threat changes.


A7 | Team rollout, change control, and incident handling
Training and credential boundary: This module prepares learners for a provisional personnel-certification candidate. Course completion and training practice do not award certification. A certification decision requires an approved scheme, independent decision authority, validated assessment, passing standard, and operational controls. No government, DoD, accreditation, clearance, or labor-category recognition is claimed.
Lesson at a glance
Planned time: 5 hours
Purpose: Move a workflow to controlled team use with ownership, rollback, and evidence preservation.
Prerequisite: Prior required module or documented placement evidence. Safety and authorization gates cannot be skipped.
Environment: Approved course tools and synthetic/public-release data only.
Performance objectives
Write an SOP with roles, gates, fallback, and escalation.
Classify changes and regression triggers.
Contain, report, recover, and learn from incident.
Mission context
AI-supported work is defensible only when a reviewer can reconstruct what was authorized, what information entered the workflow, what the system did, how material claims were checked, and which human retained authority. In this lesson the evidence trail is part of the product. If authorization, provenance, or authority is unclear, stop and route the question to the responsible official.
The course environment deliberately removes live mission, personnel, proprietary, classified, CUI, export-controlled, and employer-confidential data. The learner practices the decision structure rather than the protected context. A scenario may contain an unsafe request to test whether the learner stops; it never authorizes the unsafe act.
Core instruction
1. Track prompt, model, provider, data, configuration, policy, and reviewer changes.
Track prompt, model, provider, data, configuration, policy, and reviewer changes. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
2. Material changes trigger proportionate regression and approval.
Material changes trigger proportionate regression and approval. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
3. Incident flow is detect, contain, preserve, report, recover, communicate, learn.
Incident flow is detect, contain, preserve, report, recover, communicate, learn. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
4. Do not delete suspected spill evidence without authorized direction.
Do not delete suspected spill evidence without authorized direction. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
5. A safe fallback keeps mission work moving without concealing failure.
A safe fallback keeps mission work moving without concealing failure. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
End-to-end operating procedure
Frame the work. Name the user, bounded purpose, decision owner, consequence of error, and excluded uses. Do not begin with the tool.
Authorize before access. Confirm the exact tool, account, configuration, user, purpose, data, and environment. Unknown means stop.
Minimize the input. Use synthetic/public material and remove fields that do not change the learning decision.
Declare standards. Specify the required output, prohibited content, tolerance, evidence, human review, and fallback before execution.
Execute visibly. Preserve source identifiers, versions, actions, exceptions, and review comments.
Verify independently. Match checks to the medium and consequence. A second generated answer is not independent evidence.
Decide and disclose. The authorized human accepts, revises, limits, or stops work and states uncertainty and residual risk.
Retain or dispose correctly. Follow the approved course record and deletion process; never improvise handling of a suspected spill.
Worked example
Situation. A provider update changes structure and sensitive output is reported. The team pauses, preserves evidence under policy, reports, falls back to manual processing, updates tests, and resumes only after authorization.
Walkthrough. First, the operator states the decision and the evidence needed before acting. Second, the operator limits data and capability to the stated purpose. Third, the operator preserves the source and action trail instead of relying on memory. Fourth, the operator checks the consequential element with a method independent of the generated output. Finally, the operator records a bounded decision, limitation, owner, fallback, and stop condition.
Acceptable result. Another qualified reviewer can follow the record and reach the same boundary judgment without private verbal coaching. If the reviewer cannot tell where a claim came from, who authorized the action, or what would stop use, the artifact is not yet defensible.
Guided practice
Read the scenario and identify the decision owner, affected party, consequence of error, and prohibited shortcut.
Run two tabletop injects and assign incident commander, owners, operator, reviewer, and communications.
Exchange the draft with a peer. The peer annotates missing authorization, evidence, assumption, limitation, owner, or stop condition rather than silently repairing it.
Revise once, record what changed and why, and brief one decision, one source, one limitation, and one escalation path.
Independent synthetic exercise
Complete the tabletop and produce incident record, evidence inventory, communication, rollback, corrective actions, and regression cases.
Use only this lesson's learner assets. If an item asks for prohibited access, disclosure, deletion, or action, stop and record the issue. Do not substitute real workplace data. Preserve the original scenario, your versioned response, and the review record.
Required deliverables
SOP
Change matrix
Incident record
Recovery plan
Regression update
Acceptance checklist
☐ The exact tool, account, environment, user, purpose, and data are within the stated course boundary.
☐ Inputs are synthetic/public and minimum necessary.
☐ Sources, versions, transformations, and consequential decisions are traceable.
☐ Claims are typed and material claims are independently checked.
☐ Assumptions, contradictions, uncertainty, and excluded uses are visible.
☐ A human decision owner, fallback, and stop/escalation condition are named.
☐ The artifact contains no live sensitive, controlled, proprietary, or personal information.
☐ AI assistance and individual contribution are described honestly.
Formative check
Delete suspected spill evidence?
What triggers review?
When resume?
Is fast restoration enough?
What should an incident become?
Answer before requesting instructor feedback. These transparent questions support learning and are not secure certification items.
Remediation
If an authorization, safety, evidence-integrity, or false-authority boundary is missed, stop the exercise. Protect data and systems, preserve the relevant state, and explain the error in your own words. Review the controlling concept, complete the alternate instructor scenario, and demonstrate the corrected behavior. A critical failure is never averaged into a pass. For noncritical gaps, revise the missing evidence and repeat only the affected step.
Transfer to work
Before applying the lesson outside class, replace course placeholders with the actual organizational owner, policy, approved system, records schedule, privacy/security contacts, accessibility process, and incident route. Training evidence does not authorize operational use. Record what would have to be true before proceeding and who can decide.
Sources and currency
NIST AI RMF 1.0: https://www.nist.gov/itl/ai-risk-management-framework
CISA Secure AI guidance: https://www.cisa.gov/news-events/alerts/2023/11/26/cisa-and-uk-ncsc-unveil-joint-guidelines-secure-ai-system-development
These references do not provide blanket authorization. Verify the current source and local applicability before every cohort and after material policy, provider, model, configuration, or threat changes.


A8 | Applied workflow capstone
Training and credential boundary: This module prepares learners for a provisional personnel-certification candidate. Course completion and training practice do not award certification. A certification decision requires an approved scheme, independent decision authority, validated assessment, passing standard, and operational controls. No government, DoD, accreditation, clearance, or labor-category recognition is claimed.
Lesson at a glance
Planned time: 10 hours
Purpose: Integrate authorization, design, evidence, operations, handoff, and defense.
Prerequisite: Prior required module or documented placement evidence. Safety and authorization gates cannot be skipped.
Environment: Approved course tools and synthetic/public-release data only.
Performance objectives
Deliver authorized workflow with baseline and evaluation.
Observe unaided peer execution.
Defend value, limits, risk, and maintenance.
Mission context
AI-supported work is defensible only when a reviewer can reconstruct what was authorized, what information entered the workflow, what the system did, how material claims were checked, and which human retained authority. In this lesson the evidence trail is part of the product. If authorization, provenance, or authority is unclear, stop and route the question to the responsible official.
The course environment deliberately removes live mission, personnel, proprietary, classified, CUI, export-controlled, and employer-confidential data. The learner practices the decision structure rather than the protected context. A scenario may contain an unsafe request to test whether the learner stops; it never authorizes the unsafe act.
Core instruction
1. The capstone package combines intake, workflow, data record, evaluation, SOP, and risk/change evidence.
The capstone package combines intake, workflow, data record, evaluation, SOP, and risk/change evidence. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
2. Peer reproduction shows transferability and reveals private knowledge.
Peer reproduction shows transferability and reveals private knowledge. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
3. A release recommendation must follow predeclared evidence.
A release recommendation must follow predeclared evidence. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
4. Defense tests ownership under a changed assumption.
Defense tests ownership under a changed assumption. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
5. Training capstone evidence is not validation, operational authorization, or certification.
Training capstone evidence is not validation, operational authorization, or certification. Apply the idea as an operating control: identify the relevant boundary, the evidence a reviewer can inspect, the human who owns the decision, and the condition that would stop or escalate work. The output alone is insufficient when the process cannot be reconstructed.
Decision test. Ask what could make this action unauthorized, what could make the claim unsupported, and what independent check would detect failure before harm. Record the answer in the lesson worksheet.
End-to-end operating procedure
Frame the work. Name the user, bounded purpose, decision owner, consequence of error, and excluded uses. Do not begin with the tool.
Authorize before access. Confirm the exact tool, account, configuration, user, purpose, data, and environment. Unknown means stop.
Minimize the input. Use synthetic/public material and remove fields that do not change the learning decision.
Declare standards. Specify the required output, prohibited content, tolerance, evidence, human review, and fallback before execution.
Execute visibly. Preserve source identifiers, versions, actions, exceptions, and review comments.
Verify independently. Match checks to the medium and consequence. A second generated answer is not independent evidence.
Decide and disclose. The authorized human accepts, revises, limits, or stops work and states uncertainty and residual risk.
Retain or dispose correctly. Follow the approved course record and deletion process; never improvise handling of a suspected spill.
Worked example
Situation. A synthetic public-information workflow saves drafting time but does not improve ambiguous-source quality. The practitioner limits use to routine cases, requires review, and defines a stop trigger for source conflict.
Walkthrough. First, the operator states the decision and the evidence needed before acting. Second, the operator limits data and capability to the stated purpose. Third, the operator preserves the source and action trail instead of relying on memory. Fourth, the operator checks the consequential element with a method independent of the generated output. Finally, the operator records a bounded decision, limitation, owner, fallback, and stop condition.
Acceptable result. Another qualified reviewer can follow the record and reach the same boundary judgment without private verbal coaching. If the reviewer cannot tell where a claim came from, who authorized the action, or what would stop use, the artifact is not yet defensible.
Guided practice
Read the scenario and identify the decision owner, affected party, consequence of error, and prohibited shortcut.
Conduct a design review of use case, data path, baseline, test plan, and no-go conditions before building.
Exchange the draft with a peer. The peer annotates missing authorization, evidence, assumption, limitation, owner, or stop condition rather than silently repairing it.
Revise once, record what changed and why, and brief one decision, one source, one limitation, and one escalation path.
Independent synthetic exercise
Complete the synthetic capstone with baseline, package, thirty-case evaluation, SOP, risk/change register, two synthetic peer scripts, revision log, and five-minute defense.
Use only this lesson's learner assets. If an item asks for prohibited access, disclosure, deletion, or action, stop and record the issue. Do not substitute real workplace data. Preserve the original scenario, your versioned response, and the review record.
Required deliverables
Workflow package
Baseline/evaluation
SOP and risk register
Peer reproduction
Defense record
Acceptance checklist
☐ The exact tool, account, environment, user, purpose, and data are within the stated course boundary.
☐ Inputs are synthetic/public and minimum necessary.
☐ Sources, versions, transformations, and consequential decisions are traceable.
☐ Claims are typed and material claims are independently checked.
☐ Assumptions, contradictions, uncertainty, and excluded uses are visible.
☐ A human decision owner, fallback, and stop/escalation condition are named.
☐ The artifact contains no live sensitive, controlled, proprietary, or personal information.
☐ AI assistance and individual contribution are described honestly.
Formative check
Does course completion award certification?
What supports scale?
What must defense include?
May capstone be marketed as operational success?
Who makes certification decision?
Answer before requesting instructor feedback. These transparent questions support learning and are not secure certification items.
Remediation
If an authorization, safety, evidence-integrity, or false-authority boundary is missed, stop the exercise. Protect data and systems, preserve the relevant state, and explain the error in your own words. Review the controlling concept, complete the alternate instructor scenario, and demonstrate the corrected behavior. A critical failure is never averaged into a pass. For noncritical gaps, revise the missing evidence and repeat only the affected step.
Transfer to work
Before applying the lesson outside class, replace course placeholders with the actual organizational owner, policy, approved system, records schedule, privacy/security contacts, accessibility process, and incident route. Training evidence does not authorize operational use. Record what would have to be true before proceeding and who can decide.
Sources and currency
NIST AI RMF 1.0: https://www.nist.gov/itl/ai-risk-management-framework
NIST AI 600-1: https://doi.org/10.6028/NIST.AI.600-1
NIST Privacy Framework: https://www.nist.gov/privacy-framework
Section 508: https://www.section508.gov/
These references do not provide blanket authorization. Verify the current source and local applicability before every cohort and after material policy, provider, model, configuration, or threat changes.


Module A training-only practice pack
This module prepares learners for a provisional personnel-certification candidate. Course completion and training practice do not award certification. A certification decision requires an approved scheme, independent decision authority, validated assessment, passing standard, and operational controls. No government, DoD, accreditation, clearance, or labor-category recognition is claimed.
Transparent formative practice only. Not a secure certification bank and not a validated passing standard.
Knowledge and judgment practice
A-PRACT-K01
Is visibility mission value?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K02
What makes a baseline useful?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K03
When is rejection correct?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K04
Can a no-go be a valid result?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K05
What must top use case have?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K06
When define standards?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K07
What does reproduction test?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K08
Can template waive authorization?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K09
Does structured output ensure truth?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K10
Who owns the package?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K11
Is redaction de-identification?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K12
What does provenance enable?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K13
Who approves retention?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K14
When define disposition?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K15
Are rare combinations risky?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K16
Is a snippet evidence?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K17
How handle contradiction?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K18
How treat retrieved content?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K19
What may more retrieval add?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K20
What traces a material claim?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K21
May generated values overwrite a source?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K22
How verify a total?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K23
What makes alt text useful?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K24
Does polished mean correct?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K25
What verifies OCR?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K26
Can average offset critical failure?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K27
When set thresholds?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K28
Why separate failure origins?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K29
Is a demo representative?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K30
What are gate outcomes?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K31
Delete suspected spill evidence?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K32
What triggers review?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K33
When resume?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K34
Is fast restoration enough?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K35
What should an incident become?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K36
Does course completion award certification?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K37
What supports scale?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K38
What must defense include?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K39
May capstone be marketed as operational success?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
A-PRACT-K40
Who makes certification decision?
A. Proceed based on model confidence
B. Apply the documented boundary, evidence check, and human ownership
C. Delegate the decision to the AI system
D. Remove the audit trail
Choose the best response and explain why every other option fails.
Performance practice
Complete the final Module A scenario and submit its evidence package and brief-back.
Training rubric
Critical failures require stop, remediation, and a materially different practice scenario. No percentage here is a certification cut score.
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